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ANOTHER SUCCESSFUL EXERCISE

By Bill Mahan ® BVPS Exercise a

The biennial Beaver Valley Power Station evaluated Success

exercise was conducted on April 20" and April 21%. .
i : ) P P ® Director’s Corner
This year’s exercise was deemed a success, and the

overall objective of protecting the health and safety of ® Beaver Count)/

CART Progress

the general public was demonstrated. The 2 day event
was evaluated by representatives from the Department |
of Homeland Security and the Federal Emergency

® Cyber Security

Management Agency (FEMA Region IIT). A total of 71 Workshop Held
evaluators critiqued 390 criteria at 62 action locations, P

and the results were judged to be outstanding. ® AreYou Read)/ for
Action locations included: the PA Emergency Opera- Narrowband?

tions Center (EOC) located in Harrisburg, the Beaver
County EOC, 18 Municipal EOCs, 4 municipal fire
departments performing route alerting, 4 support

® Fire Services &

EMS Updates

DIRECTOR HILL OPENED THE EXER- | | @  News & Notes

Washington counties), 4 support county mass care | S WITH THE INITIAL BRIFFING.
centers, 4 support county evacuee monitoring and °

county EOCs (Allegheny, Butler, Lawrence and

Events Calendar
decontamination centers, 10 Beaver County school

districts and the Crescent Township emergency |® Event Fliers

worker monitoring and decontamination station.
Over 500 responders participated in the various demonstrations (a large majority of
which were volunteers), and the responders were recognized by the evaluators for
their service.

The organization and facility receiving the most accolades was the new Beaver

County EOC. This was the first test of the new facility, and although there were
COUNTY EOC STAFF WORKED DILI- | some minor glitches, the facility and staff received rave reviews. The state of the
GENTLY IN THEIR NEW FACILITY. art equipment was quite a change from our previous facility, and the learning curve

was steep. The new equipment prompted new working protocols and challenged
the EOC staff to achieve new response level heights.

The “draft” exercise report from FEMA classifies problem areas in 3 categories: Deficiencies, Areas Requiring Corrective Ac-
tions (ARCAs) and Planning Issues. This year’s report indicated no Deficiencies, no ARCAs and 4 planning issues. These plan-
ning issues are minor revisions for either the municipal Emergency Operation Plans or for the local school district’s Emergency
Operation Plans and will be completed by County staft in the near future.

Congratulations to all the participants on a job well done!
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THE DIRECTOR’S CORNER By wesley Hill

I would like to update everyone on the new emergency services center, some of the other projects we have started as well as
what is coming up over the summer months. We have been in operation at the new center for almost six months, and what a
time it has been. We have had visitors from far & wide coming in to see the building, as well as the new computer aided dis-
patch system, and the county’s new mapping project. When all tied together, it is quite an impressive package. We have had
nothing less than outstanding reviews on all parts of the project. We will continue to enhance the system, which in turn will
provide services for years to come for the residents and the businesses of Beaver County.

Since our opening, we have been in full swing with day to day operations, disaster response, as well as moving forward in our
planning and training requirements.

In February, our County was hit with several major snow storms causing local, county and state emergency declarations to be
filed. Currently, FEMA & PEMA staff members are working with county and municipal representatives to insure that proper
documentation is filed in order for reimbursements to be claimed for snowstorm related expenses. A lot of work and time was
put into getting us to the point of being reimbursement eligible, but I feel comfortable in saying that, for the most part, all
those who dealt with the piles of paper should see some reimbursement in the near future. Good job done by all.

In April, we were tasked with the Beaver Valley Power Station biennial exercise. I won’t go into much detail regarding the
exercise other than to say that, once again, our responders and all of the volunteers did an outstanding job, and the federal re-
view showed no negative comments. All goals and objectives were met.

As the days of summer approach, we look forward to supporting all those who plan summer events. Due to numerous issues,
our county’s summer events will probably see larger numbers. Hopefully everyone will get some time to spend with their
families and friends. As we enjoy the summer months, I hope that everyone remembers our troops who continue to serve and
protect while we enjoy the freedom that many others only wish they could have.

I hope everyone has an enjoyable summer, and please remember: Be careful. Be safe.

BEAVER COUNTY CART UPDATE By Debbic Miketa

The Beaver County Animal Response Team (CART) has received some new equipment to
help in case of an emergency in the County or surrounding areas. A trailer and other neces-
sary equipment, such as leashes, crates, and food & water bowls, was made available & deliv-

ered to the county from the PA State Animal Response Team (PA SART) earlier this year. | q'»
The Pennsylvania State Animal Response Team is a coordinated effort between several gov-
ernmental, corporate, and private entities dedicated to the preparation, planning, response, » b j”’

and recovery of animal emergencies in Pennsylvania. The team's mission is to develop and
implement procedures and train participants to facilitate a safe, environmentally sound and
efficient response to animal emergencies on the local, county, state, and federal level. Joel Hersh, who heads up the PA SART
Team, has been instrumental in helping Beaver County form its CART.

The coordinator for BC CART is Dr. Bryn Van Way, from Brodhead Animal Hospital.
She has gone above and beyond in her assistance with getting this team underway.
Stephanie Glenz is the team’s Small Animal Chairman, and Jared Pearsall is the Large

ﬁ Animal Chairman. Together, we are hoping to assist the County if an emergency arises
\ to aid our citizens with their pets.

This organization is comprised of volunteers, and assistance is always needed. If you are
interested in volunteering your services with the Beaver County CART team, please go
to the PA SART website at http://sart.cas.psu.edu/Default.html. Once there, look for
the county link, and it will give you the information needed to become a volunteer.
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CYBER SECURITY WORKSHOP HELD By Madeline Marcenelle

The Pittsburgh Federal Executive Board, in partnership with FEMA

Region Il and Duquesne Light, recently hosted the Resilient Accord
Cyber Continuity of Operations Workshop for representatives from
Region 13 first responders as well as area businesses. The education
and discussion oriented workshop provided an opportunity to discuss
the cyber resiliency between the two sectors and what can be done to
anticipate, prepare for, and mitigate cyber security issues. The two-

part workshop opened up with a general history and conversation

about the evolution of cyber attacks, which led into the threat trends

ROBERT BUTLER, OF FEMA CYBER SECURITY, facing today’s society. This was followed by an open dialogue with the

ABOVE, ALONG WITH MARTIN LINDNER, OF . . L.
CMU SOFTWARE INSTITUTE (NOT PICTURED), group about how different private sector entities and local government

LED ATTENDEES IN DISCUSSING CYBER SECURITY bodies i ¢ b ity in thei tional planni
CONCERNS IN TODAY'S INFORMATION TECH- odies Incorporate cyber security in their operational planning.

NOLOGY DEPENDENT WORLD.

Though cyber security is a difficult and rather dry concept to dissect,

Resilient Accord managed to bring diverse groups into a comprehensive discussion on the partnership that’s required
to manage the changing cyber environment. Cyber security is most commonly coupled with the idea of protecting
one’s personal assets, and while the first attacks were geared toward pranks and thieving from personal accounts, times
have changed. The internet has evolved from being used to complete menial tasks to encompass most facets of every
day life. Because of this reality, everything that touches the internet or a networked system is vulnerable to malicious
intent. This is true not only for the citizen as an individual but also for national security through to public healthcare,
areas increasingly dependent upon the information technology sector. Since the conception of supervisory control and
data acquisition (SCADA) systems, everything down to the water we drink has been touched by some technological

process.

The emergency services haven’t avoided the increasing reliance upon these cyber system advances any more than pri-
vate sector businesses have. The emergency services sector (ESS) of critical infrastructure has many interdependencies,
most notable of which is the information technology sector. Information received through emergency services commu-
nications requires that it be delivered to first responder personnel in real time, and integrated information is critical to
multi-agency emergency responses. For this reason, it’s important that cyber security forums, such as that provided by
the Resilient Accord workshop, be populated by members of emergency services so that they don’t fall victim to the
same threat trends private businesses face. Because the ESS is the primary protector of all other critical infrastructure
and key resources, continuity operations plans have to integrate ways to harden their technological assets against cur-

rent cyber threats.

If the information shared during the workshop is of interest to your agency, please inquire about the Resilient Accord

power point or the different federal resources available to both private and public assets.

Madeline Marcenelle is the Critical Infrastructure & Key Resource Analyst for the Region 13 Task Force. She can be
reached at 412-255-2633 or madeline.marcenelle(@city.pittsburgh.pa.us.
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NARROWBAND - IS YOUR EQUIPMENT READY?

Private land mobile radio (LMR) sys-
tems, including municipal government
and State and local public safety systems,
use blocks of radio spectrum called chan-
nels. Historically, LMR systems have
used 25 kHz-wide channels. In Decem-
ber 2004, the Federal Communications
Commission mandated that all private
LMR wusers operating below 512 MHz
move to 12.5 kHz narrowband voice

channels and highly

tour of existing stations that use 25
kHz channels. Only narrowband
authorizations will be granted.

® The FCC will prohibit manufacture
or importation of new equipment
that operates on 25 kHz channels.
This will reduce the availability of
new equipment for legacy radio
systems and will affect how agencies
maintain and upgrade older systems.

from the U.S. Department of Justice

N

commodate
system

changes  for
both  public
safety and
nonpublic
safety  sys-
tems.

Obtain new or modified licenses.
To move to narrowband operations,

efficient data chan-
nel operations by
2013.
This migration com-

January 1,

plements a National

Telecommunica-

PUBLIC SAFETY AGENCIES NEED TO AGGRESSIVELY
DEVELOP A STRATEGY TO MEET NARROWBAND
DEADLINES TO AVOID CANCELLATION OF EXISTING
WIDEBAND FCC AUTHORIZATIONS.

agencies must apply
for new frequencies or
modify  existing  li-
censes. An agency that
is licensed for a 25

kHz-wide channel is

tions and Informa-
tion Administration mandate for more
rapid Federal agency migration to 12.5
kHz narrowband operation by January 1,
2008. The earlier Federal deadline af-
fects State and local FCC licensees that
interface or share frequencies with Fed-
eral radio systems. Using narrowband
will
that
take
of

efficient

channels
ensure
agencies
advantage
more
technology and,
by reducing
channel width,
will allow addi-
tional channels
to exist within
the same spec-
trum space.

Deadlines:

To phase in the migration deadline of
January 1, 2013, the FCC has established
interim deadlines. The first important
deadline is January 1, 2011, after which:

® The FCC will not grant applications
for new voice operations or applica—
tions to expand the authorized con-

Planning for the Move to Narrow-
band:

Public safety agencies need to aggres-
sively develop a strategy to meet nar-
rowband deadlines to avoid cancellation
of existing wideband FCC authoriza-
tions. Although the migration deadline
may seem far off, the long lead time and
interim deadlines make it necessary for
agencies to plan well in advance.

Assess current equipment and start
planning. To prepare for the migra-
tion, public safety agencies should start
assessing their radio systems and plan-
ning for replacements or upgrades. They
should inventory their current equip-
ment to ascertain what can be converted
to 12.5 kHz and what will need to be
replaced before January 1, 2013. Most
new equipment has the capability for
both 25 kHz and 12.5 kHz operation
because any VHF/UHF radio equipment
accepted by the FCC after February 14,
1997, had to have 12.5 kHz capability.
The 2.5 kHz narrowband equipment is
available in both conventional analog FM
and digital formats (such as Project 25),
so narrowband conventional FM systems
will be compliant. Local governments
should develop contingency plans to ac-

not guaranteed two
12.5 kHz channels. Licensees will have
to justify to the FCC why they need ad-
ditional channels. Consideration of appli-
cations for new narrowband licenses will
follow the same process as a new license
application. As agencies migrate to nar-
r o w b a n d
operation, however, the pool of available
frequencies will increase.

Key Points About FCC Narrow-
banding Requirements:

® Most current public safety radio
systems use 25 kHz-wide channels.

® The Federal Communications Com-
mission (FCC) has mandated that all
non-Federal public safety licensees
using 25 kHz radio systems migrate
to narrowband 12.5 kHz channels by
January 1, 2013.

®  Agencies that do not meet the dead-
line face the loss of communication
capabilities.

® Agencies need to start planning now
to migrate to narrowband systems
by assessing their current radio
equipment and applying for new or
modified licenses.
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ESF #8

During Emergency Operations Center (EOC) activations
and under the National Response Plan (NRP), there are

EMS
UPDATES

By Eric Brewer
EMS Coordinator

ebrewer(@beavercountypa.gov

different Emergency Support Function (ESF) positions
throughout the EOC including everything from EMA to

Agriculture representatives. During a full EOC activation,
all ESF positions are filled by a representative from their respective agencies. Since being in
our new building, we have utilized the EOC for both exercises (Beaver Valley Power Station

Exercise) and partial activations (February snow storm).

You may have heard of ESF #8, but what exactly is it? ESF #8 is the Health/Medical position in the EOC, this position could
be filled by one person or a group of people, depending on the scale of the incident. If we would need to evacuate a nursing
home or medical facility, this position would be responsible for contacting ambulance services in and out of Beaver County to
obtain resources for the evacuation. If there was a public health emergency, the ESF #8 position would expand with the assis-
tance of PADOH, local hospitals, mental health agencies, EMSI, the Red Cross, local EMS, and whoever else would be involved
with the health and medical aspects of the specific event.

When incident needs challenge or exceed the medical or public health response capabilities of local, State, Tribal, or regional
response assets, Federal public health and medical assistance may be made available under ESF #8 of the NRP. This support
may be provided in response to a variety of public health and medical events, including the following:

® Natural and man-made disasters and public health and medical emergencies

® Terrorist threats or incidents using chemical, biological, nuclear/radiological, or large explosive devices

® Infectious disease outbreaks and pandemics

®  Animal health emergencies, such as those in support of ESF #11 (e.g., Bovine Spongiform Encephalopathy, Hoof and
Mouth Disease)

®  Any other circumstance that creates an actual or potential public health or medical emergency where Federal assis-
tance may be necessary.

Federal public health and medical assistance provided under ESF #8 of the NRP may be categorized according to the functional
areas described below.

1. Assessment of Public Health/Medical Needs: Upon request, mobilizes and deploys ESF #8 personnel to sup-
port the Emergency Response Team to assess public health and medical needs.
2. Health Surveillance: Coordinate with State and jurisdictional officials to monitor injury and disease patterns and
potential disease outbreaks.
3. Medical Care Personnel:
a. Medical response capabilities are provided by assets internal to Beaver County (e.g., USPHS Commissioned
Corps, the National Disaster Medical System.
b. DoD may be requested to provide support in casualty clearing/ staging and other missions as needed.
c. Beaver County may seek individual clinical health and medical care specialists from the VA to assist State, Tribal,
and local personnel.
4. Health/Medical Equipment and Supplies: Beaver County may request that agencies provide medical equipment
and supplies, including Federal Medical Stations (FMSs), pharmaceuticals, and biologic products (e.g., SNS).
5. Patient Evacuation: Beaver County may request assistance to provide support for patient movement in the evacua-
tion of seriously ill or injured patients from the affected area to locations where hospital care or outpatient services are

available. .
Continued on next page
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UPDATES &-= . i
=t =t 7. Safety and Security of Human Drugs, Biologics,
C O N T ° Medical Devices, and Veterinary Drugs, etc.

8. Food Safety and Security: In cooperation with ESF #11, ensures the safety and secu-

6. Patient Care: Beaver County may request available
personnel to support in-hospital care and outpatient services

for victims who become ill or injured.

rity of Federally regulated foods.

9. Blood and Blood Products: Establishes and maintains contact with the American Association of Blood Banks Inter-
organizational Task Force on Domestic Disasters and Acts of Terrorism and, as necessary determine the need for
blood, blood products, and the supplies used in their manufacture, testing, and storage.

10. Agriculture Safety and Security: In coordination with ESF #11, ensures the safety and security of animal feed and
therapeutics.

11. Worker Health/Safety: Department of Labor (DOL) assistance to coordinate responder and worker safety and
health using processes detailed in the Worker Safety and Health Support Annex.

12. All-Hazard Consultation, Technical Assistance, and Support: Beaver County with support from PaDOH
assesses public health and medical effects resulting from all hazards.

13. Behavioral Health Care: Assessing mental health and substance abuse needs and providing disaster mental health
training materials for disaster workers .

14. Public Health and Medical Information: Provide public health, disease, and injury prevention information that

can be transmitted to members of the general public.

Emergencx Support Functions:

ESF#1 Transportation ESF#9 Search and Rescue
ESF#2 Communications ESF#10 Haz Mat

ESF#3 Public Works ESF#11 Agriculture

ESF#4 Firefighting ESF#12 Energy

ESF#5 Emergency Management (EMA) ESF#13 Public Safety/Security
ESF#6 Mass Care/ Housing / Human Services ESF#H14 Long Term Recovery
ESF#7 Logistics/ Resources ESF#15 External Affairs

ESF#8 Medical Services/ Public Health

Upcoming EMS Dates:
June/ July Tentative Region 13 ESF#8 training / table top exercise

June 8 Firefighter Rehab/ Medical monitoring / CCBC

June 11,12,13 Camping for Con-ed / Coopers Lake

July 8 Region 13 MMRS General Meeting / Allegheny County

July 25 EMS Training Picnic / Brady's Run Park (see flyer in this newsletter)

August 10 Beaver County EMS Meeting / Beaver Co Emergency Services




BCESC NEWSLETTER VOLUME 5, ISSUE 3 PAGE 7

The County has awarded the bids for the purchase and installation of 3 new F IRE S ERVICE S

communications towers and related equipment, which should greatly enhance

Fire Communications. Construction is scheduled to begin June 14th, with

completion scheduled for the fall. A 100’ tower will be placed at the 911 cen- u P DAT E S

ter, a 250’ tower will be erected in Baden, and a 150’ tower is planned for

Midland. Additionally, work is in progress to put a 4" tower at 150’ in Hanover Town-

ship.

By David Trzcianka
Fire Services Coordinator
dtrzcianka@beavercountvpa .gov

The new system will be Simulcast, which means all Tone and Voice will be sent over 5

towers all the time, and there will be 6 receive sites. Computer generated propagation
maps show a 95% coverage area for a portable on your hip.

There will be some programming changes to go along with all of the work, and those will
be addressed once all changes have been decided upon and licensing has been granted. With
the FCC ruling requiring all frequencies to be narrowband by 2013, it is more than likely
going to mean a change in the dispatch frequency also.

As an update on our channels and repeater sites:

® Channels 2, 6,9, 12, 13, and 14 are all non repeated and are all operational at this time
®  Channel 3 South Beaver repeater is out of service, however the dispatch base is in-service
®  Channel 4 Midland repeater is in service

®  Channel 5 Beaver Fall repeater is in service

®  Channel 7 North Sewickley repeater is in service

® Channel 8 Harmony Repeater is in service

®  Channel 10 Hookstown repeater is in service

®  Channel 11 Independence repeater is out of service

NEWS & NOTES

e Justin Moore is the newest person to be welcomed into 9-1-1 dispatch training. He joined the current group in late
May for APCO Training.

e Victor Spinelli is conducting Mask Fit Testing and issuing County ID badges every Wednesday from 9 am to 3 pm.

Appointments are required for both services. Please call Vic at 724-775-1700 to schedule an appointment or for more

information.

e Municipal Emergency Management Coordinator quarterly training is scheduled for Saturday, June 19th.
Please call 724-775-1700 to register. Topics covered will include:

O

O
O
O

Certification level training on EMA Coordinator duties & responsibilities
A review of Title 35
Discussion regarding Municipal Emergency Operations Center regionalization, and

An update on municipal planning formats & requirements.

e Hazmat Refresher Training for Law Enforcement will be held on Wednesday, June 23rd, Thursday, September
23rd, and Thursday, December 16th. All classes begin at 1 PM and will be held in the front meeting room at the Emer-
gency Services Center in Ambridge. Please call 724-775-1700 for reservations.







ROCKIN’ SALUTE TO VETERANS ”

)
)

WHERE: CCBC Athletics & Events Center (Dome)
WHEN: saturday, July 10, 2010 at 5 p.m.

Doors open at 4 p.m.
WHO: Open to all ages
COST: $5/ticket~ available at the door

Benefits CCBC's Veterans Salute Breakfast and Care Package Drive

Featuring:
Lil’ Dave & The All Nighters -
The Troubled Saints 3o (4]
4 L/

Splendorfield S0 Y 2
The Distractions Qb-l‘_t
5o Caliber Dream ¥
A Taste of Horror For more info: Yyetdw .

Call 724.480.3557 or s teaiarts

... and more ot

S
email amy.sicuranza@ccbc.edu
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Come join us for a day of fun, socialization, games, food, and training. Bring your family; they will get the
opportunity to interact with you while you perform your job and will get to debut as actors carrying out
the role of patients in training drills.

This training is designed to include the whole family as we come together as EMS services that support the
residents and visitors of the municipalities in Beaver County. We will set up mass casualty events that will
allow us to work together to solve the challenges that are brought forth, identify any areas where we can

improve, and learn together while having fun.

We will have a brief refresher on incident command, EMS positions under the ICS, and triage. We will
then carry out a drill, eat lunch, critique, drill, eat dinner, socialize, play games, and enjoy a family picnic.

CONTINUING EDUCATION CREDIT WILL BE PROVIDED

Sunday, July 25, 2010
Brady’s Run Park
Shelter # 18
0800-1700

Picnic will continue through the evening

Please pre-register by July 15, 2010 so that we may plan accordingly.

Sponsored in conjunction by: Medic Rescue, Beaver County EMA, Northwestern EMS, Economy EMS.
We train to overcome our weakness and master our strengths!
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Ambridge, PA 15003
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Want to contribute?

E-mail the editor,

Schuyler Mu, at
smu(@beavercountypa.gov

The Beaver County Emergency Services News-
letter is created and published by the Beaver
County Emergency Services Center (BCESC).

The BCESC is a division of Beaver County gov-
ernment, under the authority of the Beaver
County Board of Commissioners. The BCESC
manages the county’s 9-1-1 dispatch operations
center and also serves as the county’s Emergency
Management office, working under the direction
of the Pennsylvania Emergency Management
Agency (PEMA) on emergency preparedness,
planning, mitigation, response, and recovery.
The BCESC is also the home of the county’s
Hazmat Team 700, the Public Safety Commis-
sion, the Local Emergency Planning Commission
(LEPC), and is the contact point for many other
public safety organizations, including EMS, Fire,

Police, and Municipal EMA services.

The BCESC works in conjunction with a number
of county and offsite agencies to provide compre-
hensive public safety guidance and emergency
support to the residents and businesses of Beaver

County.

351 14th Street
Ambridge, PA 15003

Beaver County Emergency Services




